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DETAILED ACTION 

1 . The amendment of January 23, 2004 (#14/c) has been received and considered. 

2. Claims 1-23 are pending. 



Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1, 3, 6, 8, 1 1, 12 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Patent 6,005,938 to Banker et al. (Banker) in view of U.S. Patent 5,005,200 to Fischer 
in further view of Japanese Patent JP4093 1 1854A to Yoneda (machine-translation). 

Regarding claims 1, 3, 6, 8, 11 and 13 Banker discloses sending a service instance and an 
entitlement control message (ECM) to a customer in a distributed network (see col. 1, lines 64- 
67 and col. 2, lines 1-32). The ECM contains a MAC (signature) of the contents of the ECM 
(see Fig. 5) and the service instances and ECMs are sent separately over the network to the 
subscribers (see col 6, lines 36-44). Banker's system lacks generation of a digital signature over 
both the ECM and service instance. Fischer teaches that by digitally signing multiple objects 
together, the objects are verifiable and there is an indication of the relationship between each 
object and the group (see col. 7, lines 63-67). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to digitally sign both the 
software object and the rules file in the Banker reference. One of ordinary skill in the art would 
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have been motivated to perform such a modification to maintain verifiability while creating an 
association between the two, as taught by Fischer (see col. 7, lines 63-67). The combination of 
Banker and Fischer does not explicitly teach sending a signature separate from the data. 
However, Yoneda teaches that it can be difficult to remove a signature from a document for 
verification purposes (Technical Problem, 1J8-10) and this is remedied by creating the signature 
separately from the document (Means, 1J10-1 1). Yoneda further teaches that separating the 
signature and data is beneficial because alteration of the file is detectable (Effect of the 
invention, 1J46-50). Therefore, it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to send the data and signature separately. One of ordinary 
skill in the art would have been motivated to perform such a modification because there is no 
need to remove the signature, making verification easier, from the data and to detect alteration of 
data, as taught by Yoneda fl[8 - 1 1 & H46-50). 

Regarding claim 12, Banker discloses including dates of validity in the authorization data 
(see Fig. 2). 

5. Claims 2, 4, 9 and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Banker in view of Fischer in view of Yoneda as applied to claim 1 above, and in further view of 
U.S. Patent 6,256,393 to Safadi et al. (Safadi). Banker discloses a system, as modified above, 
that verifies broadcasted information, but lacks specifically receiving software objects. Safadi 
teaches a system wherein software objects are verified, then downloaded in response to a need 
for system cable operators to maintain control of the features and applications that run on set-top 
terminals (see col 1, lines 19-27 and col. 2, lines 13-39). Safadi's invention determines if the 
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software object is authorized to use the set-top terminal resources (see col. 2, lines 43-60) and if 
the object is not authorized, the object is not executed (see col. 2, lines 61-63). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was 
made to expand Banker's system to transmit software objects as well as broadcast information. 
One of ordinary skill in the art would have been motivated to perform such a modification to 
satisfy a need for cable operators to maintain set-top terminals, as taught by Safadi (see col. 1, 
lines 19-27 and col. 2, lines 13-39). 

6. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Banker in view of 
Fischer in further view of Yoneda as applied to claim 1 above, and in further view of U.S. Patent 
6,012,144 to Pickett. Banker discloses a system, as modified above, but lacks delaying part of 
the transmission by a predetermined amount of time. Pickett teaches that by breaking messages 
into pieces and sending them at different times, intercepting all of the pieces of the message is 
virtually impossible (see col. 3, lines 1-18). Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to modify the Banker system to delay 
transmission of one of the pieces of information. One of ordinary skill in the art would have 
been motivated to perform such a modification to render interception of both pieces of 
information virtually impossible, as taught by Pickett (see col. 3, lines 1-18). 

7. Claims 7 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Banker 
('93 8) in view of Fischer in further view of Yoneda as applied to claims 1 and 8 above, and 
further in view of U.S. Patent 5,247,364 to Banker et al. (Banker ('364)). Banker ('938) 
discloses a system, as modified above, but lacks sending information over different transmission 
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pathways. Banker ('364) teaches that unlike in-band transactions, out-of-band subscriber 
terminals receive data over this channel no matter what the channel the subscriber is tuned to 
(see col. 1, lines 28-44 and col. 2, lines 55-68). Therefore, it would have been obvious to one 
having ordinary skill in the art at the time the invention was made to include authorization 
information on a different transmission pathway. One of ordinary skill in the art would have 
been motivated to perform such a modification to gain the benefit of delivery regardless of which 
channel a subscriber was tuned to, as taught Banker ('364) (see col. 1, lines 28-44 and col. 2, 
lines 55-68). 

8. Claims 14, 15 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Banker ('938) in view of U.S. Patent 5,247,364 to Banker et al. (Banker ('364)) in further view 
of Yoneda. Banker ('938) discloses a system as modified above, but lacks sending information 
over different transmission pathways. Banker ('364) teaches that unlike in-band transactions, 
out-of-band subscriber terminals receive data over this channel no matter what the channel the 
subscriber is tuned to (see col. 1, lines 28-44 and col. 2, lines 55-68). Therefore, it would have 
been obvious to one having ordinary skill in the art at the time the invention was made to include 
authorization information on a different transmission pathway. One of ordinary skill in the art 
would have been motivated to perform such a modification to gain the benefit of delivery 
regardless of which channel a subscriber was tuned to, as taught Banker ('364) (see col. 1, lines 
28-44 and col. 2, lines 55-68). As modified, Banker does not explicitly teach sending a signature 
using a third pathway different from at least the first or second pathway. However, Yoneda 
teaches that it can be difficult to remove a signature from a document for verification purposes 
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(Technical Problem, 1(8-10) and this is remedied by creating the signature separately from the 
document (Means, Tf 1 0- 11). Yoneda further teaches that separating the signature and data is 
beneficial because alteration of the file is detectable (Effect of the invention, 1J46-50). Therefore, 
it would have been obvious to one having ordinary skill in the art at the time the invention was 
made to send the signature over a third pathway, different from at least the first or second 
pathway. One of ordinary skill in the art would have been motivated to perform such a 
modification because there is no need to remove the signature, making verification easier, from 
the data and to detect alteration of data, as taught by Yoneda (1)8-1 1 & 1(46-50). 

9. Claims 16 and 17 are rejected under 35 U.S. C 103(a) as being unpatentable over Banker 
( c 938) in view of Banker ('364) in further view of Yoneda as applied to claim 15 above, and 
further in view of U.S. Patent 6,157,721 to Shear et al. (Shear). Banker discloses a system, as 
modified above, but lacks using multiple signatures, with multiple signing algorithms, to sign 
and verify the data. Shear teaches that using several dissimilar digital signature algorithms can 
reduce vulnerability from algorithm compromise (see ABSTRACT). Therefore, it would have 
been obvious to one having ordinary skill in the art at the time the invention was made to include 
a plurality of signatures with different signing algorithms in the authorization message and to use 
one or more of the signatures to validate the message. One of ordinary skill in the art would 
have been motivated to perform such a modification to reduce vulnerability from algorithm 
compromise, as taught by Shear (see ABSTRACT). 
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10. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Banker ('938) in 
view of Banker ( c 364) in further view of Yoneda as applied to claim 14 above, and further in 
view of U.S. Patent 6,256,393 to Safadi et al. (Safadi). Safadi teaches that using a tiered 
structure (grouping of programs or services) for access control in a broadcast distribution system 
reduces bandwidth requirements (col. 4, lines 35-65). Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to modify Banker's ('364) 
design to use tiering. One of ordinary skill in the art would have been motivated to perform such 
a modification to gain the benefit of reduced bandwidth requirements, as taught by Safadi (col. 4, 
lines 35-65). 

1 1 . Claims 22 and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over Banker 
in view of Fischer in further view of Yoneda as applied to claims 1 and 8 above, and further in 
view of U.S. Patent 6,157,721 to Shear et al. (Shear). Banker discloses a system, as modified 
above, that uses digital signatures for verification, but uses only one per data. Shear teaches that 
using several dissimilar digital signature algorithms can reduce vulnerability from algorithm 
compromise (see ABSTRACT). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to include a plurality of signatures with 
different signing algorithms in Banker's data and to use one or more of the signatures to validate 
the data. One of ordinary skill in the art would have been motivated to perform such a 
modification to reduce vulnerability from algorithm compromise, as taught by Shear (see 
ABSTRACT). 
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Response to Arguments 

12. The amendments to the specification and claim 4 to overcome the objection to the 
specification and rejection of claim 4 under 35 U.S.C 1 12 are accepted. 

13. Applicant's arguments, see paper 14, filed January 23, 2004, with respect to the 
rejection(s)of claim(s) 1, 8 & 14 under 35 U.S.C. 103(a) have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon fiirther consideration, 
a new ground(s) of rejection is made in view of Yoneda, as described above. 

14. Regarding "First Missing Limitation", page 12 of arguments, Fischer discloses methods 
of performing cryptographic operations involving digital signatures. Fischer explicitly teaches a 
benefit for signing multiple pieces of information with one signature as allowing the pieces of 
information to be identified (to an entity with the ability to decrypt the signature) (col. 7 lines 63- 
67). However, the prior art relied upon in the first office action does not explicitly teach sending 
the signature over the network separately from at least the first information and the second 
information, 

15. Regarding "Second Missing Limitation", page 12 of arguments, Banker '938 discloses 
methods to secure the transmission of digital information, distributed such as from a CATV 
provider to a set-top box (col. 1 lines 20-35). Banker '364 discloses a head end/provider 
distributing video programming to subscriber terminals/set-top boxes where multiple 
transmission pathways are used to overcome shortcomings of prior in-band systems (col. 1 lines 
15-45) with hardware to support, inter alia, the methods disclosed in Banker '364 (Fig. 2). 

In response to applicant's argument that "there is no consideration of authentication 
issues", the fact that applicant has recognized another advantage which would flow naturally 
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from following the suggestion of the prior art cannot be the basis for patentability when the 
differences would otherwise be obvious. See Ex parte Obiaya, 227 USPQ 58, 60 (Bd. Pat. App. 
& Inter. 1985). 

16. In response to applicant's argument that there is no suggestion to combine the references 
(pages 12-13 of arguments), the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention where 
there is some teaching, suggestion, or motivation to do so found either in the references 
themselves or in the knowledge generally available to one of ordinary skill in the art. See In re 
Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and/n re Jones, 958 F.2d 347, 21 
USPQ2d 1941 (Fed. Cir. 1992). In this case, Banker c 364 describes a CATV system using set 
top boxes, Banker '938 describes security and cryptographic techniques (including digital 
signatures) with respect to set top boxes and CATV providers and Fischer describes 
cryptographic techniques as applicable to digital signatures. 

17. Regarding "likelihood of success", page 13 of arguments, the examiner does not suggest 
the 'brute force' combination of the references, but rather specific elements which are shown, in 
the reference, to be beneficial. Fischer teaches the benefits of signing multiple pieces of 
information with one signature. Regardless of the purpose of each piece, the teaching applies to 
any pieces of digital information. The examiner has suggested that because of this teaching, this 
element of the claim (generating the signature over first information and second information) is 
not allowable over prior art. In response to applicant's arguments against the references 
individually, one cannot show nonobviousness by attacking references individually where the 
rejections are based on combinations of references. See In re Keller, 642 F. 2d 413, 208 
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USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 
The teachings relied upon are applicable to all the combined inventions, regardless each 
invention's individual purpose. 



Conclusion 

18. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

a. "Application of digital signatures based on public key cryptosystems" by Davies 
and Price was cited for teaching the linking of all parts of a message in creating a digital 
signature (pages 9-19) and separating the signature and text (abstract and pages 10-11). 

b. U.S. Patent 5,659,616 was cited for teaching separating a signature from a 
message (and sending separately) to reduce the amount of data needing to be 
encrypted/decrypted (col. 2 & col. 3). 

19. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Michael J. Simitoski whose telephone number is (703)305-8191 . 

The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4: 15 p.m.. The 

examiner can also be reached on alternate Fridays from 6:45 a.m. -3:15 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner f s 
supervisor, Gregory Morse can be reached on (703)308-4789. 
Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

Washington, DC 20231 
Or faxed to: 

(703)746-7239 (for formal communications intended for entry) 

Or: 

(703)746-7240 (for informal or draft communications, please label "PROPOSED" 
or "DRAFT") 

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive, 
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Arlington, VA 22202, Fourth Floor (Receptionist). 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (703) 305-9000. 




